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Executive Summary
It is a smart world out there and with all the digital applications and know-how organizations will only 

get smarter. Cyber criminals will deploy new technology to steal data and outsmart these 

organizations. Data theft is a consequential mishap, precious stolen data results in mounting revenue 

losses and damages organizations’ reputation. Real-time identification and authentication are required 

to avoid such catastrophes and Voice Biometrics stands out as a strong, reliable, and credible real-time 

authentication tool.  

Data security is of utmost importance to organizations. This white paper walks the reader through the 

consequences of data theft, importance of securing data, and the vital role played by Voice Biometrics 

in data security. The use cases listed in the white paper provide an overview of the immense potential 

that Voice Biometrics has in ensuring data security across various industry segments. 

Why do we need Data Security? 

September 7th, 2017

Credit monitoring giant Equifax opens out to the world about its data breach1. In what can perhaps be 
called the biggest data hack of recent times, Equifax reported that hackers had access to data (social 
security number, names, and addresses) related to 143 million individuals. On March 1st, 2018 Equifax 
realized that an additional 2.4 million Americans’ names and driver license numbers were breached 
moving the tally to 145.4 million. 

November 30th, 2016

In what can be termed as a shameful and painful incident, up to 15,000 people staying in America lost 
around $300 million in one of the biggest ever ‘’telefrauds’’ committed in India. The incident led to 
arrests in both US and India as call center employees were booked under fraud, money laundering, 
identity theft and most intriguingly, impersonation of IRS officers. 

https://www.consumer.ftc.gov/blog/2017/09/equifax-data-breach-what-do 1
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Data Breach: Causing consequences beyond repair

The primary consequence of any data breach is the loss of privacy of customers who had completely 

relied on the organization’s ability to protect their data. The follow-up is financial loss, hackers end up 

threatening organizations and individuals with dire consequences unless they pay up. The estimated 

data breach related loss for Equifax is about $439 million — costliest data breach in the  history. 

What can be really tormenting for organizations is the loss of reputation. The consequences can be so 

high that organizations can be stuck in the mire of bad reputation. A continual pain in the neck is that 

accessed data can be both stolen and manipulated to disrupt the entire system. 

The offenders used to blast out pre-recorded messages that imitated the IRS officers and threatened 
gullible individuals with consequences if they did not pay the amount that was ‘’due’’.

While money loss is one thing, the bigger issue is the theft of data belonging to common people. To 
state that the digital world is safe from cyber criminals is unwise and utopian. There is a dire need for 
data security through stringent measures and policies, so things do not spiral out of control. 

Voice Biometrics has been making enough noise even as organizations look to embrace this emerging 

technology as a means for real-time authentication of customers. By ensuring real-time authentication, 

Voice Biometrics provides an additional and tighter security layer to avoid data breaches. In fact, a 

Frost & Sullivan report2 says that Voice Biometrics, Virtual Assistants, and Deep Learning will play a key 

role in the disruption of the Voice Recognition Market. 

http://www.frost.com/sublib/display-report.do?id=MBAE-01-00-00-002

Voice Biometrics — The New Age Security Measure  
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Most plausible multi-authentication measure  

Voice Biometrics is authentication of an individual by his or her voice and subsequently allows the 
individual to access information or conduct tasks post identification and authentication. The 
interesting thing about Voice Biometrics is that it is similar to fingerprint biometrics — exclusive and 
distinct for each individual. 

While there are alternative biometric solutions, Voice Biometrics scores over them comfortably in the 
areas of security, accuracy, and costs. The table below provides comparison against other alternatives. 

One of the major reasons, experts say, for most data breaches is that most organizations go with 
Knowledge Based Authentication (KBA). KBA is an authentication method that poses questions based 
on known information, for example, your favorite color or your favorite food.

Unfortunately, KBA is still being used by many contact centers making them vulnerable to hacking 
sooner or later. The only way out of this mess is to introduce a multi-factor authentication that is the 
combination of ‘’what I know’’ and ‘’what I am’’ and this is where biometric authentication comes into 
play. Biometric authentication represents the ‘’what I am” part of the multi-factor authentication 
process and recognizes who you are based on features, such as your finger prints, facial features, and  
voice. 

Moving beyond KBA to Biometrics

Voice Biometrics

Token Based
Authentication

User Credentials

Finger Print

Iris Scan

Accuracy Security Cost Hardware
Required 

Physical
Presence
Required 

High

Medium

High 

High 

High 

High

Medium

Low 

High 

High 

Low

Medium

High 

High 

High 

Type 

Comparison Table
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Use Cases Across Industries 

Banking

We can state that two things have led us to where we stand as far as Voice Biometrics is concerned — 
appalling number of data breaches and advancements in technology. In the 70s machines recognized 
spoken words with 10% of accuracy and that level jumped to 70% by 2010, and today, it is around 90% 
speaking volumes of the advancement in voice technology. 

Let us observe use cases across some major sectors –

Canadian Financial services institution CBIC3  
uses Voice Biometrics for authenticating 
customers over phone calls. The institution 
says that the newly introduced Voice 
Biometrics has given it an edge over 
competition. CBIC claims that the Voice 
Biometrics converts the unique characteristics 
in a customer’s voice to something called a 
‘’voice-print’’, akin to a fingerprint, exclusively 
unique to each individual. 

As CBIC succinctly puts it — ‘’The voiceprint 
captured cannot be used to gain access to any other 
system, nor can it be used to reverse-engineer your 
voice.’’ In short, Voice Biometrics becomes the 
customer’s password. 

Everyone’s voice is different and it is dependent on the voice track, nasal passage, speed, and pitch with 
which an individual speaks. Also, the behavior and physical characteristics of an individual, which are 
again distinct, influence the manner, and tone of an individual’s voice. 

3 http://theprovince.com/technology/internet/biometric-technology-use-for-security-is-growing-rapidly-but-
privacy-and-data-protection-remain-a-concern 

‘’One of the key challenges 
today for banking as the world 
becomes more digital is making 
it easier for customers to do 
what they want to do in a safe 
and secure way. Voice 
Biometrics is the next step in 
making banking more 
convenient for our customers 
while also strengthening 
security.’’  

Peter Dalton,
Managing Director, ANZ 

“
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Academics and training

Be it online education or online driver testing, impersonating test takers has become 
common. To ensure the right individual is awarded, testing companies are using voice 
biometrics to avoid the misuse of online testing systems by users. Since voice cannot be 
imitated and can also easily be recorded, training centers are using voice biometrics via 
mobile applications to authenticate and authorize test takers. 

In a similar tone, Australia and New Zealand Bank or ANZ has announced4 its intention to 
use Voice Biometrics for user identification and authentication. ANZ said that it will be 
using a voiceprint technology in a bid to ensure safe and convenient mobile banking 
services. 

4
5

https://www.bayometric.com/biometrics-in-banking-and-finance/
http://www.ijaiem.org/Volume5Issue2/IJAIEM-2016-02-27-26.pdf

Smart homes

It is everyone’s dream to own a smart home and this is made easier with affordable 
technology and developers focus on distinguishing themselves as a brand. What if you 
could unlock your door with an ‘’Open Up’’ command and switch on the lights by ‘’Light 
Up’’? Now that would be exciting and Voice Biometrics promises to not disappoint you. A 
recently written paper5 suggests that Voice Biometrics scores over other biometrics due to 
its user-friendly and hands-free authentication capabilities. 

The very interesting fact about Voice Biometrics in home automation is that it 
distinguishes the voices of a child, an adult, and an elder. So, for example, if you 
communicate with your TV saying ‘’I want to watch entertainment’’ Voice Biometrics will 
recognize your voice and present entertainment that suits you. And it will do the same for 
your teenage son and your mother, this is providing automation, convenience, and 
comfort in one go.

Automotive

Locked yourself up in your car recently?

The trouble you would undergo to get it unlocked can be frustrating. Voice Biometrics 
promises to help you out of such situations by simply unlocking the car through your voice. 
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Voice Technology vendors say that it will go a step ahead to help start and stop your car 
through voice command. As per Markets and Markets report6, the Biometric Vehicle 
Access System market will grow by a CAGR of 14.06% to $ 855 million by 2021 from an 
estimated $ 447.2 million in 2016. 

Interestingly, some of the premium car makers are showing much interest in Voice 
Biometrics as it would help differentiate their offerings and cater to a specific target 
market. 

6 https://www.marketsandmarkets.com/Market-Reports/biometric-vehicle-access-system-market-34162390.html 

Changing Contact Center Service Dynamics 
Contact centers or call centers are busy attending customer complaints and providing redressals 24/7. 
There is time, effort, and a lot of money involved in running contact centers. As per reports, the average 
call authentication or Average Handling Time (AHT) varies between 35 to 90 seconds. This is a long and 
tiring time-frame taken for customer resolution. Experience shows that in certain cases calls go up to 
an agonizing duration of 250-300 seconds exhausting both the customer and assistant. 

Voice Biometrics provides a huge relief for customers by reducing AHT to a few seconds resulting in 
huge savings of time and money for contact centers. By cutting down the AHT, Voice Biometrics 
enhances customer experience and is customer friendly. It also helps reduce stress levels of contact 
center executives by making the call process less confrontational. With Voice Biometrics in use, 
customers are no longer required to remember passwords and other log-in credentials — it is a 
seamless ride to getting queries answered and finding solutions. 

“Call centers today want to use Voice Biometrics to shorten calls by verifying a customer’s identity 
through the unique patterns in their voice. This can help prevent fraud and identify theft.” “

Cognizant Report 
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Uniphore’s Voice Biometrics solution, amVoiceTM is an innovative alternative for user identification and 
authentication. amVoiceTM forms a unique voice print for every user and later uses the same to confirm 
user identity. With its patented technology, amVoiceTM is the future of information and data security and 
can be applied across industry segments from Banking to Retail to Automotive and Home Automation.

Eliminates fraud in consumer transactions by acting as a strong security tool

Flexible tool that is device type and language independent 

Reduces the authentication process to less than 15 seconds 

One of the most favored and recognized speech recognition solutions in the market 

Automated and deployed within the IVR enabling accessibility with even a basic phone

Easily integrated into mobile apps across iOS, Android, and Windows platforms

Credited with achieving 99% accuracy in function and detection 

A state-of-the-art non-intrusive identity authentication solution 

Voice Biometrics is a much safer and secure measure when compared to passwords, security 
questions, and pin numbers and thus avoids the pitfalls of user duplication. 

An interesting use case of contact centers using Voice Biometrics is the government initiative by 
Australian Taxation Office (ATO) which implemented the technology to identify and authenticate tax 
payers. It starts with the voice enrolling process over phone or through ATO mobile App. Users are 
asked to repeat the phrase — ‘’In Australia, my voice identifies me’’ to create a voiceprint which is later 
used for identification and authentication. ATO successfully registered around 2.9 million voiceprints 
by 3rd quarter of 2017 and the count is on.
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Mitigate risks of fraud and identity
theft with Voice Biometrics

TM

Uniphore's Voice Biometrics solution offers the following benefits:



Conclusion 

Technology has become a double-edged sword with cybercriminals showing no signs of 
slowing down anytime soon. It has now become imperative for organizations to move 
beyond the usual security measures to adopt more stringent and foolproof measures. 
Voice Biometrics as a unique, real-time, and user-friendly security measure has become an 
integral component of the overall security strategy of an organization. With its applications 
relevant across different industries, Voice Biometrics is set to play a vital role in helping 
organizations secure their data, avoid losses, and turn a new leaf as far as customer care 
and service is concerned.

To know more about how your organization can benefit from Uniphore’s amVoiceTM, 
please write to susheel_ext@uniphore.com

Uniphore’s speech recognition solution — amVoiceTM has helped clients across industries to reduce 
costs, ensure adherence to compliance, and increase the brand equity. It not only helped curb data 
theft but also added business value to operations and customer services. That it offers a more pleasant 
experience for the user is a testimony to efforts undertaken to ensure amVoiceTM meets its objectives 
even as it reduces call time, improves fraud protection, and enhances customer experience.
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Uniphore Software Systems is a frontrunner in the Speech Recognition Technology and Virtual 

Assistant domains. It partners with over 70 enterprise clients and has over 4 million end users.

Uniphore Software Systems is headquartered in IIT Madras Research Park, Chennai. Uniphore was 

incubated in IIT Chennai, India in 2008 and currently has offices in India, Singapore, and U.A.E with 

about 100 employees spread across all locations. Uniphore’s investors include John Chambers, Kris 

Gopalakrishnan, IDG Ventures India, India Angel Network, YourNest Angel Fund and Ray Stata.

Uniphore was recognized by Deloitte as a Technology Fast 500 company in Asia Pacific in 2014 and was 

also ranked as the 10th fastest growing technology company in India by Deloitte Fast 50 in 2015. 

Uniphore’s Co-Founder & CEO, Umesh Sachdev was recognized by the TIME Magazine list of 2016 

amongst “10 Millennials Changing The World”, and with India’s edition of MIT Technology Review’s 

‘Innovators Under 35’ for the year 2016.

www.uniphore.com

https://www.uniphore.com/
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